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RSA



RSA Security

• Given only the public information (N, e), it should be hard to compute the RSA inverse 
(y -> y^d mod N) on randomly chosen values. 

• In other words, the only person who is able to compute the RSA inverse function is 
the person who generated the RSA parameters



RSA Security

• But, if we know extra information about p and q, we can break RSA security

• For example, given 𝛿 = |𝑝 − 𝑞|



RSA Security

• But, if we know extra information about p and q, we can break RSA security

• For example, given 𝛿 = |𝑝2 − 𝑞|



RSA Security

• But, if we know extra information about p and q, we can break RSA security

• For example, given that p and q are close (e.g. 𝑝 − 𝑞 < 1000)



DHKE
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Diffie-Hellman Key Agreement
• Quiz Sample:



Diffie-Hellman Key Agreement
• Quiz Sample:



Public Key 

skpk



Public Key: ElGamal Encryption



ElGamal Encryption
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