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Reading: https://joyofcryptography.com/pdf/chap10.pdf



Recap: PRG/PRF/PRP

• A PRG is a function  𝐆: 𝟎, 𝟏 𝝀 → 𝟎, 𝟏 𝝀+ℓ

• A PRF is a function  F: 𝟎, 𝟏 𝝀 × 𝟎, 𝟏 𝒊𝒏 → 𝟎, 𝟏 𝒐𝒖𝒕

• A PRP is a function  F: 𝟎, 𝟏 𝝀 × 𝟎, 𝟏 𝒃𝒍𝒆𝒏 → 𝟎, 𝟏 𝒃𝒍𝒆𝒏



Recall: Encryption Basics & Terminology

• How to ensure that c was generated by Alice? (CCA-secure?)



Authentication

• What we are asking for is not to hide the ciphertext but to 
authenticate it: to ensure that it was generated by someone who 
knows the secret key. 



Authentication: Challenge & Response





Message Authentication Code (MAC)

• A MAC is like a signature that can be added to a piece of data, which certifies that 
someone who knows the secret key attests to this particular data



Message Authentication Code (MAC)

• A MAC scheme is a secure MAC if the adversary knows valid MACs corresponding 
to various messages, she cannot produce a valid MAC for a different message.



Message Authentication Code (MAC)

• Quiz Sample: Is the below MAC secure?



• Quiz Sample: Is the below MAC secure?

Message Authentication Code (MAC)
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