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Reading: https://joyofcryptography.com/pdf/chap6.pdf



Recap: Pseudorandom Generator (PRG)

• A PRG is a function  𝐆: 𝟎, 𝟏 𝝀 → 𝟎, 𝟏 𝝀+ℓ

• Security: 



Recap: Pseudorandom Function

• A PRF is a function  F: 𝟎, 𝟏 𝝀 × 𝟎, 𝟏 𝒊𝒏 → 𝟎, 𝟏 𝒐𝒖𝒕

• Security: 



Pseudorandom Generator

• Quiz Sample: Is the below function a secure PRG?
• 𝐺(𝑠)  = 𝑓(𝑠)||𝑓(𝑓 𝑠 ) where 𝑓 is the secure PRG



Pseudorandom Generator

• How to build a PRG?
• From block cipher or PRF



Pseudorandom Function

• How to build a PRF?
• From PRG





Pseudorandom Function

• How to build a PRF?
• From PRG

• Why is it secure? 
• HW: https://joyofcryptography.com/pdf/chap6.pdf (Section 6.2)

https://joyofcryptography.com/pdf/chap6.pdf


Block Cipher (Pseudorandom Permutation)
• A pseudorandom permutation (PRP) — also called a block cipher — is essentially a 

PRF that is guaranteed to be invertible for every choice of seed

• A PRP is a function  F: 𝟎, 𝟏 𝝀 × 𝟎, 𝟏 𝒃𝒍𝒆𝒏 → 𝟎, 𝟏 𝒃𝒍𝒆𝒏



Block Cipher (Pseudorandom Permutation)



Block Cipher (Pseudorandom Permutation)



Constructing a PRP from a PRF

• The Feistel Construction



In practice

We use block ciphers that are designed “from scratch,” and then use these block 
ciphers to construct simpler PRGs and PRFs when we need them:

• The AES block cipher has a block length of 128 bits, and offers 3 different variants 
with 128-bit, 192-bit, and 256-bit keys.
• https://www.nist.gov/publications/advanced-encryption-standard-aes 

• Secure PRF from AES

• If F be a secure PRP, then F is also a secure PRF.

• HW: see Corollary 6.8 (https://joyofcryptography.com/pdf/chap6.pdf)

• A simple PRG from PRF
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