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Recap: What is Cryptography?

e Cryptography is more than just hiding information (i.e., encryption)
e Cryptography is math
* Crypto definition

* |dea: compare 2 probability distributions

One-time Pad:

e Enclhk,m)=k@ m
 Dec(k,c)=kPc

+ Dec(k, Enc(k,m)) = m




Lec 2

* What “Applied” Cryptography is
* Why cryptography is good for the world?




“Applied” Cryptography

3. Advanced/applied cryptography (10 lectures):

e Multi-party secure computation (2)

e Homomorphic encryption (2)

e Zcro-knowledge proof/blockchain (2)

e Privacy-preserving machine learning (2 lectures)
e Private database query (1 lecture)

e Other practical problems (1 lecture)

4. Final project presentations (8 lectures)

* Secure Password Checkup
* Privacy Preserving Machine Learning




Secure Password Checkup Google Password Checkup

Credit by Google Security Blog
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Secure Password Checkup

Credit by Google Security Blog

Google Password Checkup

[}

ollecting-mare-data.html - @0/ search..

£ @ https://security. leblag.com;2010/08/helping-organizations-da-more-with
5] Google Online Security Blog:... * ||_1 |

X Find: password Checkup Previous Next | 7 Options ~ | 1 match

Password Checkup, a Chrome extension that helps users detect if a username and * I

password they enter on a website has been compromised.

Username:  totally_original_username

This is the name that will be shown with your messages. You may use any name you wish.
Once set, this cannot be changed.
check prospective
passwords w hen
you are creafing
new accounts..

Email:  me@example.com

atesl
Password: -

rim Password: .
= < Booking.com Account :
Gender: (_ Sign in
C

Enter your Booking.com password for
@ ninitrieuthi@gmail.com.

Booking.com password

LIE LN Y]

p-] s @
o mlN
@
. Q
§%  Password Checkup extension
-9

Offered by: google.com

E Password Checker

Offered by: David Hunt

Change your password

The Password Checkup extension detected that
your password for account.booking.com is no
longer safe due to a data breach.

You should change your password now.

Learn more | Send feedback

Ignore for this site




Secure Password Checkup Google Password Checkup

Credit by Google Security Blog
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Secure Password Checkup Google Password Checkup

Credit by Google Security Blog
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Secure Password Checkup Google Password Checkup

Credit by Google Security Blog
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Password Checkup, a Chrome extension that helps users detect if a username and * I
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“Applied” Cryptography

3. Advanced/applied cryptography (10 lectures):

e Multi-party secure computation (2)

e Homomorphic encryption (2)

e Zcro-knowledge proof/blockchain (2)

e Privacy-preserving machine learning (2 lectures)
e Private database query (1 lecture)

e Other practical problems (1 lecture)

4. Final project presentations (8 lectures)

s Secure-Passwora-theekdn

* Privacy Preserving Machine Learning
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What is Machine Learning (ML)?

“Machine learning (ML) is the study of computer algorithms that improve
automatically through experience. It is seen as a subset of artificial intelligence.
Machine learning algorithms build a model based on sample data, known as
"training data", in order to make predictions or decisions without being
explicitly programmed to do so.” (source:
https://en.wikipedia.org/wiki/Machine learning)

@ InputLayer @ Hidden Layer @ Output Layer
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https://en.wikipedia.org/wiki/Machine_learning

Why need Secure Computation for ML?
X @ &

BankofAmerlca
= ML is data hungry @ ®bank

= Data comes from different sources
A s e

= E.g. Fraud Detection @ @ e

= Privacy concern

PS4
*
---------------------
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Bankof America.
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Privacy Preserving ML Model

Encrypted model
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* Enc(k,m) =c

* Dec(k,c) =m
* f(Enc(k,m)) = Enc(k, f(m)) =

key
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Privacy Preserving ML Model

BankofAmerica.  17@NS. records

//‘}/.
(GSbank
Training on encr.
Model ——

Encrypted model

Expensive solution because of 1) training on encrypted data

2) requiring different keys L




Privacy Preserving ML Model

Bankof America.

v
Trans. records

136 1438 <Al VisA i
15 $1621 saE ET
[ [s3050 Batch Total

Batch Reforence flumber 9BO89365040 on 4/19/2012
5 . B visa 4

.81 ALE L
150 s1699 ShE VA Az

208 $6.99 SALE. ViSA 473+ -—
257 $7.47 SALE 23 526 -—
an [~ e atch Total
. Batch Reference Number 08080797087 on 4/19/2012
s 0.0 saie visa 4o
s saie Va4 =
w s shiE [ s 19

17 s shiE e s

server server

Two-party secure computation

<

18




	Slide 1: CSE 539  Applied Cryptography  Fall 2024 
	Slide 2: Recap: What is Cryptography?
	Slide 3: Lec 2
	Slide 4: “Applied” Cryptography
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10: “Applied” Cryptography
	Slide 11: What is Machine Learning (ML)? 
	Slide 12: Why need Secure Computation for ML?
	Slide 13: Privacy Preserving ML Model
	Slide 14: Privacy Preserving ML Model
	Slide 15: Privacy Preserving ML Model
	Slide 16
	Slide 17: Privacy Preserving ML Model
	Slide 18: Privacy Preserving ML Model

