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Non-Linear Functions in MPC - l ' l — i —J—

MPC protocols cannot evaluate non-linearities directly!

—Boolean (aka garbled) circuits can be used but are big @@

and expensive.

—Polynomial Approximations can be used but are slow (high
communication) and introduce big approximation errors.

SOTA MPC protocols evaluate non-linearities as lookup tables (LUTs), but

LUTs scale poorly for high precision — very high communication



The Curl Framework ﬁ CUI"

e Construct smaller LUTs without sacrificing accuracy
o Using Discrete Wavelet Transforms (DWT)

e MPC-tailored protocols for evaluating DWT LUTs:
o Haar DWT: faster, higher errors
o Biorthogonal DWT: slower, lower errors

e EXxperiments over a suite of commonly used non-linear functions + LLMs.



Secure Look-Up Table
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Discrete Wavelet Transform (DWT)
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Approximation Strategies

1) Haar DWT

2) Biorthogonal
DWT
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Bounded & S-Shaped Functions
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Evaluations: Approximations
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—Function Curl CrypTen
| v Op. Proigesl Domain LtH Latency Com.* Error® atency Com. Error
S (sec.)! Rounds MB MAE MRE (sec.) Rounds MB MAE MRE
log Fig. 7 (0,64) 2 0.17 4 2.6 2.09e-2 5.48e-2 0.17 40 39.8  2.14e-2  6.36e-3
reciprocal Fig. 7 (1,64) 2l 0.09 4 2.6 7.18e-4 1.43e-3 0.11 59 38.3 1.7e-4  7.05e-3
sqrt Fig. 7 (0,256) 2| 0.06 4 2.6 1231 llle2 0.09 26 173 6.09e+0  4.0de-1
invsqrt Fig. 6 (0,256) 2| 0.04 2 10 145e2 1.14el 0.09 24 157  2.69e-2  0.405e-1
sin App. B3 (—64,64) 2| 0.08 16 204 4.55e-3 1.14e-2 0.11 37 241 8521 1.58e+0
cos App. B.3  (—64,64) 2| 0.08 16 204 4.77e-3  9.85¢-2 0.10 37 24.1 8.86e-1 1.45e+0
cemoid | Fig 11 (=64,64) 2I 0.10 22 33.6 4.70e-5  7.83e-2 0.11 26 26.2 7.00e-5  3.49e+0
e Fig. 7 (-64,64) 2 0.10 4 2.6 1.1le2 6.59-2 0.11 26 26.2  7.00e-5  3.49e+0
tanh Fig. 11 (—64,64) 2 0.09 22 33.6 23le-d  3.96e-4 0.13 26 26.2 8.60e-5 1.19e-4
erf Fig. 11 (—64,64) 2 0.09 ) 33.6 8984 1.83e-3 0.21 56 36.2  3.39e+7 3.40e+7
Gelu  App.B2  (-64,64) 2 0.10 30 477 595¢-3 2.79+0 || N/A N/A N/A N/A N/A
e Fig. 7 (—4,4) 2I 0.11 4 2.6 2.60e-3  5.02¢-2 N/A  N/A N/A N/A
sy App.B2 (-64,64) 0.14 30 477 2.6le-3  5.48¢-3 N/A  N/A N/A N/A
\ Fig. 7  (—64,64) 0.09 4 2.6 1.5de-l  1.18e- /A N/A  N/A N/A N/A
™ . . _— " —

10



Evaluations: Running LLMs in seconds

Sequence length = 64 Model Latency (s) Rounds Com. (GB)

BERT Tiny 3.55 409 1.34
BERT Base 13.63 1,629 2.8
BERT Large 33.93 3,093 5.66
GPT-2 16.61 1,630 3.77
GPT-Neo 103.4 3,118 14.9
BERT Base
(seq. len = 128) Framework Latency (s) Rounds Com. (GB) Fewer Rounds
Iron [35] 475 13,663 281
MPCFormer [47] 55.3 - 12.1
Puma [21] 33.9 - 1
Fastest runtime Bolt [57] 185 10,509 59.6 Lowest
Bolt (WE) _[57]" 91 10,901 25.7

Kygy_ 29 5 1,629 57 Communication
n Bolt, WE stands for word elimination.
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Conclusions

e Lookup Tables (LUTs) can be used to evaluate non-linear functions in MPC

o LUTs scale poorly for high precision — enormous communication.

o Polynomial approximations and quantization yield low accuracy!

e Curl: smaller LUTs without sacrificing accuracy

o Using Discrete Wavelet Transforms (DWT) — low communication

o Reduced LUT sizes — high accuracy

o Run LLMs (BERT Tiny/Base/Large, GPT-2, GPT Neo) — in seconds!

e Curls technique can enhance related works and even FHE (e.g., Ripple [1])

@ [1] C. Gouert, M. Ugurbil, D. Mouris, M. de Vega, and N. G. Tsoutsos. Ripple: Accelerating Programmable Bootstraps for FHE with

= Wavelet Approximations. In International Conference on Information Security (ISC), 2024. 12
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