
Reading: https://www.microsoft.com/en-us/research/project/microsoft-seal/

https://eprint.iacr.org/2019/939

CSE 539: Applied Cryptography 
Week 13: Homomorphic Encryption

Ni Trieu (ASU)

https://www.microsoft.com/en-us/research/project/microsoft-seal/


Recap: Oblivious Transfer



Outline

• What is Secure Computation? 

• How does it work?
• Yao’s Protocol (Garbled Circuit)

• Oblivious Transfer

• Homomorphic Encryption 
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Homomorphic Encryption

• Public-key Encryption
• Three procedures: KeyGen, Enc, Dec

• (sk,pk)  KeyGen($)
• Generate random public/secret key-pair

• c  Enc(pk, m)
• Encrypt a message with the public key

• m  Dec(sk, c)
• Decrypt a ciphertext with the secret key

• “Informal” Security: c reveals nothing about m (c looks random)
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Homomorphic Encryption

• Homomorphic Encryption (HE)
• Four procedures: KeyGen, Enc, Dec, Eval

• (sk,pk)  KeyGen($)
• Generate random public/secret key-pair

• c  Enc(pk, m)
• Encrypt a message with the public key

• m  Dec(sk, c)
• Decrypt a ciphertext with the secret key

• c’  Eval(pk, f, c)
• Evaluate a function f on encrypted c.
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Homomorphic Encryption

• Homomorphic Encryption (HE)
• Five procedures: KeyGen, Enc, Dec, Eval (Add, Mul)

• (sk,pk)  KeyGen($)
• Generate random public/secret key-pair

• c  Enc(pk, m)
• Encrypt a message with the public key

• m  Dec(sk, c)
• Decrypt a ciphertext with the secret key

• c’  Eval(pk, f, c)
• Evaluate a function f on encrypted c.

• If a HE scheme supports either Add() or Mul() 
=> Partially HE

• If a HE scheme supports both Add() and Mul()
=> Fully HE (arbitrary computation?)
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c1  Enc(pk, m1)
c2  Enc(pk, m2)
c  Add(pk, c1, c2)

Add two ciphertexts using pk
m1+ m2  Dec(sk,  c)

c  Mul(pk, c1, c2)
Multiply two ciphertext using pk

m1*m2  Dec(sk,  c)



• Encryption: Double the plaintext.   x → 2x

• Decryption: Halve the ciphertext.   x → x/2

A Toy HE Scheme 
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• Why do ADD and MUL => arbitrary computation?

ADD
=

MUL
=

Homomorphic Encryption
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Homomorphic Encryption
• Why do ADD and MUL => arbitrary computation?

• Because {XOR,AND} is Turing-complete 

    => any function is a combination of XOR and AND gates



Partially HE Cryptosystems

• ElGamal
• Keygen: ℎ = 𝑔𝑥, 𝑠𝑘 = 𝑥) for a generator 𝑔

• Enc h, m = g𝑟 , 𝑚ℎ𝑟

• Dec x, 𝑐1, 𝑐2 = 𝑐2/𝑐1
𝑥

• Enc h, m1 ∗ Enc h, m2 = Enc h, m1 + 𝑚2
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Partially HE Cryptosystems

• Paillier 
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KeyGen:
- Let 𝑝 and 𝑞 be distinct primes 
- Let 𝑁 =  𝑝𝑞
- Let 𝜆 = 𝑝 − 1 𝑞 − 1

 Public key: 𝑝𝑘 = 𝑁;  Secret key: 𝑠𝑘 = 𝜆 

Encpk(𝑚) =  𝑔𝑚 𝑟𝑁(𝑚𝑜𝑑 𝑁2) where 𝑟 is randomly chosen s.th 𝑟 ∈ 𝑍𝑁
∗ , gcd 𝑟, 𝑁 = 1 (e.g. r =0, .., N-1) 

Decsk c =
𝑐𝜆 𝑚𝑜𝑑 𝑁2 −1

𝑁
 𝜆−1 (𝑚𝑜𝑑 𝑁) where 

𝑎

𝑏
 is the quotient of 𝑎 divided by b



Fully HE Cryptosystems

• People tried do Fully HE for years and years with no success.

• Until, in October 2008, Craig Gentry came up with the first fully HE scheme



Fully HE Cryptosystems

15Junfeng Fan and Frederik Vercauteren. Somewhat practical fully homomorphic encryption. Cryptology ePrint Archive, Report 2012/144
https://eprint.iacr.org/2012/144

• Efficient (public-key) HE scheme (based on LWE assumption)



Fully HE Cryptosystems
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• Eval(pk, f, c): If we can compute XOR and AND on encrypted bits, we can 
compute everything.

X+

X

𝐸𝑛𝑐(𝑥1) 𝐸𝑛𝑐(𝑥2) 𝐸𝑛𝑐(𝑥3) 𝐸𝑛𝑐(𝑥4)

𝐸𝑛𝑐(𝑥1 + 𝑥2) 𝐸𝑛𝑐(𝑥3𝑥4)

𝐸𝑛𝑐((𝑥1 + 𝑥2)𝑥3𝑥4)
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