
CSE 539: Applied Cryptography 
Week 8: Diffie-Hellman Key Agreement

Ni Trieu (ASU)

Reading: https://joyofcryptography.com/pdf/chap14.pdf
https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_exchange



Recap: RSA



Recall: Encryption Basics & Terminology

• How to setup k?



Diffie-Hellman Key Agreement

• Introduced in 1976 

• First practical method for establishing a shared secret over an unsecured channel
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Diffie-Hellman Key Agreement

• Quiz Sample: In the execution of Diffie-Hellman key agreement, Alice and Bob use 
the prime p=23 and the primitive root g=11. Alice chooses the secret key a=6. 
Similarly, Bob chooses the secret key b=15.  What is the Alice & Bob's shared key?



Cyclic Groups



Cyclic Groups



Diffie-Hellman Key Agreement



Diffie-Hellman Key Agreement
• Quiz Sample:
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